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2.2 BlackBeny Desktop Sofitware Device Backups
Encryption Weakness

DR

BlackBerry Desktop Software®iA &3 S X0l
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o BlackBerry Desktop Software version 4.7 (PC
0S)

o BlackBerry Desktop Software version 5.0 (PC
0S)

o BlackBerry Desktop Software version 6.0 (PC
0S)

o BlackBerry Desktop Software version 1.0 (Mac
0S)

O

HZ grot

o

ol
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BlackBerry Desktop Software 2 & 1¢ell01&
Upgrade to BlackBerry Desktop Software (PC OS)

Upgrade to version 6.0.1 or later

Upgrade to BlackBerry Desktop Software (Mac
OS) - Upgrade to version 2.0 or later

[ &0 MOIE
[ 1] http://www.vupen.com/english/advisories/2010/3262
[ 2] http://www.blackberry.com/btsc/KB24764

2.320104 128 MS 2t 20t AO0IE AN

20108 MSmtOlAd MS10-087~089 12& 2t
LHELICH [12/01~12/21 JI&E]

SOt

[MS10- 090] Internet Explorer & 20t &0HI0IE

[MS10- 091] Open Type Font &2i0IH FHAHo=Z
olgt AADC AN ZHE

= p——— R ]

[MS10- 092] Task Scheduler HFAF S Z ©Olgt Rt

=
@
o
o
©
L
<
9]
=<
o
=
QO
D
@
h

CAd 2

=

[MS10-095] 21& FOAFO=Z 0Ist AAIC A

=M
[MS10- 096] Address Book HA&H o=z 0Clgt AAD

CAd 2

[

0

1

[ MS10- 097] Internet Connection Signup Wizard

LM OZ2 0I5t AHDC AIEH 27X

L e L

[MS10- 098] Kernel- Mode =20l FA&EFo=z 2l

st detas 2AH

[MS10- 099] Routing ¥ Remote Access NDProxy
ZEUE FHAZOZ 0I5 HSAS 2

[MS10- 100] Consent User Interface FHAH2Z 0l
st detas ZAH

[MS10- 101] Netlogon AMHIA FHAFO=Z 015H NHI

A0E 22X

[MS10- 102] Hyper-V FHAE2=2 Q15 NHIANR
=N

[MS10- 103] MS Publisher H%&E 2= Qlst FAIDE
ad 2H

[MS10- 104] MS SharePoint FH%&EH<S =z ¢lst AAD
Cad ZH

[MS10- 105] MS Office Graphics Filter HA4&H 22
Ols AAD= A ZH|

AIr-romNi

s ¥
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[MS10- 106] MS Exchange Server HA&HSZ Qlst
NHEIANE 22X

[ &0 MOIE
http://www.microsoft.com/technet/security/ Bulletin/ MS10-

0090~ 106.mspx

2.4 PHP Multiple Code Execution and Denial of
Service Vulnerabilities

ok MBS SEBHU MHIA K =
4 s 049 FHOFO0| wAS,

1) zip PAIOl Q= BrAlQ] RS K2 5 A

0f
Ol ok LMBIH ST DTS ABAY & US

T A

4) “ZipArchive::getArchiveComment” Ol 42 NULL

EOIE &I ol ool LM MUIA AR 3
22 LMAIZ = A2

5) “open_basedir 0ff 2&E 282 HoF X& 23
AN 2= U2

6) “phar_stream_flush()" OISl ZUWAEEZ =2
o] DEE AE#AZE = US

7) H&SE X0 2sE et ETHE

8) “filter var’ 0l 2&&E HlHZ MBIA AR 332
gdozd £ A2

[1oHE AIAE

o PHPversions prior to 5.3.4

L] ofZ giet

o PHP version 5.3.4 22| gJ&0l&

- http://www.php.net/downloads.php

O &0 &el
o PDF(Portable Document Format) : AdobeimtJt JH &
St Clatst EEE XJole BAEA Y A

o
ol

o Adobe Acrobat : PDF 2A BHE/H&EZ2 X
A T2

o Adobe Reader : PDF M2 H& Jls2 80|
Jl/olafor g £ Qe 2]

- = T AL §L

[El

[}
T

O & JAM0IE
[ 1] http://www.vupen.com/english/advisories/2010/3168

[ 2] http://www.php.net/releases/5_3_4.php
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SECTION 3. ¢t E(TECHNOLOGY TIP &
IT GOVERNANCE)

3.1 AOIE&E2| QR(Quick Response)CodeE 0|28t

SYELS

(IR =

Z2 ADEE 0IEXIF SIt6H A QR Codell ALE
BIEDL =O0tXIL) ASLICH SHAIBF QR Code= SNS
o H=URLY SotAH Cross Site Scripty &3 &
SE SS9 230 4EE = UAJ B0l ASHSS
FoJt Z&eLIC. QR Codell CHo Z0tELD oM
st HAHOI =Mot=X =it 2 HES=erol o
off 2ot Xt &L

[J QR Codegt?

QR Code= HIZEQ Jlss =&g 243 ZE=Z

19944E 2= S QREIS X3l A

=
W)
®
S
(72
Q
=
Q
<
o
2
x

[2 1] QR CodeZ &3 DI E

Ch gthst XEel HE0l Jisctil S3
£ E0t QR CodeE HH5IH ANEES
QR Code Scanning HEZcIAHO0IE@22 Y QR Code
E ) =¥ =22 Y URLO &E=01 Jtsgu
Ch.

QR Code & 0, Z&, 0l0g, datBs JIE, &
=2 QR CodeE S&t OIHE HO, dNEZ, 20H
A 2lR/E0, HEelA0lE FAHE

PSS
==

o
>
o
)
<
QO
5
2
0]
3

QR Code M 2 &%

Scanning

[2& 2] QR Code EE&Atd

0lei8 QR Code= QCIHY!

OlA 4
RZ 8 2 o0 =W Y ZE AENANST QR

L=t ]
7 s
AR
RO @ (28 O
45 OEEEER EEEE
RS 2 @ BST © =017
0w 2 @M OHEN
BRN8 7 @M= O ®ts
Mupgs o s Sy g
L=
P
0o © xri L @ o om

[ & 3] QR Code 4D

QR CodeE 2= 21222 &= ol QR Coded =H

& gEE HME WM g =+ 2Bl QR Code

Scanning O Zcl A0l S0l et AFEXOF &

= URLZ &PQIotXl =8 M AN=s2=2 H=6HH &ELU

Ch. &£6F 2etel/=Zelol BFE

ZE QR CodeE RIEE =+ AUSLICH O
o

otd URLOI &%0teE H& &

[t
o
OB

AIr-romNi
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ADIEE MEXIL ScanningSHCHH AFE XSl &012
HXIX &40 244 URLOI &0l Jtsolod Ofeher &

S Hotmol EX 2 4 UBLICL

®
)
S,
(2]
=
>
«
=
°©
Im
ie
(@)
o
o
=,
(0]
i
o
B>
()]
(@)]
>
o
(@]
=
Hu
ro
ror

EY ] WEaEF =79
Ehpel. sugm. R

IG|s§R7F QR Code Scanning

T PhishingAlO| E& &

TR AT e B

8 http://* .225.131/ninja

Bl solid/pages/gmail.php

Time 10.12. 2. 2T 9:47
Metadata Q

Open browser Share via email Share via SMS

[ 28 4] PhishingAlOIE

o
2
0x

o =i
S MAIIF 440 U225 URLO &0t
QR CodeE Rxoll ADEZ AEZAS0 F2E
Ol 210 &6 ole d4mes U22E,
dXIoHH =0 JHelEE

A o
= TT
Eh= SHIANEE0 & = AsLILL

2

rr

J

o

[ B

X T si®7E QR Code Scanning

= %umy msoesc

Ct2ksl QR Code Scanning (HE2IAH 01401 &XHSHH
[O8 6] 20 HsS22 URLO HHGHA 20 A

SX0A URLS =elols 2XE It o E23018

[ & 6] URLEtol

AENY, 208 A2 & =2 AMESEH JIHS

Ol ol ALEXJF QR CodeE Scanningdt=S & &6t

Sz EXJI 2=48 QR CodeE ScanningdtXl &
=

=28 JIS00F LT

£H 2010 103X 1040 OlE= St LAHE

otd eI NahAl 2He 8AH ddDE2 1/3

of €atttl) SsLIL. 2ddIEE NSHeg S
& BES0 AL JALH, SO 45tz 0l
5l0 = %2 A42CS)F LMs 2oz ssn
UASLICH

AdHdIE0 Uetole MY Lo 2ot 0IR XKLL
AU, oddEe] SOt & B URU e &

[ ] mwanalysis.org

1]
e
Ju

OIE Yl =AZ0l http://mwanalysis.org =4
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o
Ja

FOISE & Q| |},

ote [ 11 22 sH olgr = UG

mwanalysisOl A= CWSandbox2 MalOffice H%E

M 3&tLICh.

CWSandbox &=0lAd= PE(Potable Executable) <t
A2 HM36tH, MalOffice &=0lA

= Word, Excel, PowerPoint, PDF & 2uUlA a2l

Malware Analysis System
CWsSandbox :: Behavior-basad Malware Analysis

Hern e
CWSanabox This Dy e Ciai for 1 = we
Tesens e igh at oihar reasons.
fyea of ranning on your Sunoen Somwan
aaitatly com
News

husnacing 1nd cassbcaton of buhaviesrepart.

W aatended bur a;wmh.\mwwm Al B0 1eports e distomatically assifed of riternd f 1o Sutatia ciss was found. Divtalled information om out
ST, ound hace.

CW Sandbox analysis system caline sgmn
Apet, Tih 3412

[ & 7] http://mwanalysis.org

Malware Analysis System
CWsSandbox :: Submission

ONEAINING e 185 YOU WAL 10 3nalyse. The ZP 18 C30 bE BASEWOIS-DIOCIE USING W0 DESSWOTD MIERCHIE THE ks 10T CoTesRonaing
' ontioihe sender's s-mail address:

CWSandbox Analysis Notitication
MWanalysis Maller | sandbox@informatic.uri-mannheim.de]

R 20108 1l SE Rl 2% 45
e AN

sultm file: lms{'uiaé
158ckalbbelf O8] m
91! Bikbal S3aalMTCA9F 303 TcTaTT23Tf ba¥antd

our skwitted sumnle fus been successul |y @nahyaed, You can find the revort at s/ svana s oraf 15 Lo gt ) GRS

befopyraii

0w iy 2150 Use D mall suBMIEHon faatire. To UEs this sandta, pléase sand an email 10 mwsubmil@nmwanalysis 0rp and stachthe 5 ZIP e |

by Tl werith s 1 16M

Syt fls for
£ Mall ataross
@nzenss com

File 1o upload
CAadsGamGkz exe
T T T

atysis.

i Pirase enter the text basow I you wish that your file s analyzed
W @ NEghar BIOIRY-

| Submit for aralysis |

[ & 8] Upload Malware

[D& 9] olHatol

8 4] 2 &0l 2dude
“Analyses of this

=NHE SEotEH &N 24

CWSandbox Analysis Notification

Mwanaiysis Maller |sancbos@informani, uni-mannneim. oe]
w8 N 0104 1§ S MY 24 0w

Wi A

Subaitted tile! Iadsoatd e

g T T ]
D11 ISl AT XIS TCTATIES b Toant

Filesize: 271872
Toatyers 10 ST
Sanple 2

our mitaittod saple has bom mcorsstul ly asalyzed, Yoo can find the recort o Btes /fweanalls.s

Surmemany of sample exscution (Anabysisil: JTS0TE)
Flerame: JocdiGamh? ans.

Flesize 271072

1SAA R0 TIA 18T RIS 360

) 5280047 CASINN FoTaT T badSnebl

Apphcaticruontet. stream

ChustermgClensificstion (Anatysisid: )
Anstyses Pt yed clussified { clastered
anaberes start end

2511 2M00S5I25 3875078 I

2511 2010085857

[ 28 10] General Information

6 Summary Fieings

[ ———— 7
R vl Toremer.
T mmny
oy T -

PR ot

[evrr— [T ——————

Fosayatem Charies o P s
Powins Chamen e gy o
Deame sximy ———

[ 1] dAM=EA B

[ File Chagnes

“File Chagnes” &=2 Sofl A&HIE0F HA/AKY
g2 mese 88 =0 g + Asubh L8t
File system2 HstE L = =i

A
.
gD e MEEEZ 0IF0 20t 22 =

AT TomMmiI
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SO 2P HE EF SH ddIAEZ F

e, omernny

© Network Activity

[ D& 14] Network Activity

L] Technical Details

“Technical Details” &=2 ZAlst Ol AN HE
S Folg £ QAOH, dANAEZ, TZAHAS MM
U E=E2, MY ES MA IIA DR22lo AIE, AIEE

[E 12] File Changes

[ ] Registry Changes

“Registry Changes” &=2 dXAEZ2 H3
{—

I

L] Network Activity

“Network Activity” &= =42 2=Z& o4 g
o UERZA =0 e I ZEE HilFzs ACZE
=

°If NHZRH od WY U225 o

o s CEBEIHM, Cgd

MYUSHK 2LS +slH HRES LEIWSLICH
Tihe Tolkwing process was started by process: 1 The FOSOWING DIOCESS Waks S1T60 by process: 1

2 Anatysis Number 3
Parent iD 1 Parent 10 1
Process 1D :;vm“ Process c!l
Foewre ity Fiasize i by
oS L)

Createirriess Start CrosmProcets

[D2 15] S IIY 24

[J Virus Total 0| Z8t BHAIE X & Al

VirusTotal(www.virustotal.com) AHIA

A2 gl

HU
AL
x

CWSandbox

Z 2eis B

[ 28 16] VirusTotal

(=
&I AOIE

M

20l & http://www.iseclab.org,
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http://www.threatexpert.com,

http://camas.comodo.comodo.com & <%&IEE

AAse2 4ol == FAEH MOIES0l &M LI

A

O K

2 YHIDCO HREES FHAS M A2
Sl REZ D USLICEH Cross Site Script, Mass
SQL Injection S0l FHUSH ANHE Rs3 SHES
Ol20ot0 RXNEHCZ ZAS AMEGHD JUSLICH 0
gt A= Hgeg = A= HLH2 Secure-
CodingE Soll 2AAI=N HAHOI =Kotk 2
CE g 2 AADE £HZ2 Gl= HLYLUICL

Lt ANH 2 2| XAt=Microsoft 0l A M335t=
UrlScan

im
i
o
%
e
0
A
or
0x
o
1o
=]

T
ol
|
o
-

[] UrlScan3.1 0l &t
UrlScan3.12 Zc2t0IHE2 HTTPRAEZ & AGHH X

Stot= 2ot2=LICH UrlScan.inidl X&EE 43S
Sofl 22Xl HTTPRES A AMHIL Melotdl &
Aot AIMHE ESEUCH

UrlScan3.12  Windows  Vista, = Windows2003,

Windows20082! 11S5.1, 11S6.0, IIS 7.02 XI& & LICH

[J UrlScan3.12 0|8t & MH 2ot

1. UrlScan3.1 & Xl

2. %windir%\ system32\ inetsrv\ urlscan\ urlscan.in

A
I =

X

= S8 HTTP & Mg 3 44

3. OIHUAYEAHIA > IS AH 542 “ISAPI Z
&7 0l urlscan.dll =Dt
4. IS AANH THAIE (HEEZEZE or AdFE >

iisreset)
¢ HMA ZE MO > Z=208 FIH/ HMA >
IIS UrlScan (KI2) > IS &IAH THAIE

UrlScan.iniel &0l et S& MBIA(Ex: Outlook
Web Access))t 2S5t 2= = JAL2=2 AMB
HME5t) A =dE A HAE NHOUHA =28t

HAEE HA MBI HZSHAIDI HHELICH

g

b

1. http://www.iis.net/download/UrIScan0il A UrlScan
£ U2eL 20t XL

(BXZZ - %WINDIR%\ System32\ Inetsrv\
UrlScan)

2. %WINDIR%\ System32\ Inetsrv\ UrlScan\ UrlSca
ninis &GN XtEg HTTP Q&0 ol & & &L
Ct. UrlScan.ini &0l Cist XtMst 422 Microsoft
HA HM33ct1 UASLICH (http://support.microsoft.
com/kb/326444/ko)

UrlScan.ini =2 &5 24 &Y
[Options] — UrlScan2l 2Bt&0l ™ Gl 2t
=0 CHoll HHEAHN HEEX

HE =0 Options UseAllowVerbs gt0l “1” 0™

ux
0
]
=
o

ot [AllowVerbs] =01 LHE&E MethodE ALE
St= HTTPRAEOH SIE&LICh. 0l gtol “0"0l™
[DenyVerbs] =<0l LIZE MethodE AtEdt=
HTTPR E Bt XtESHAH ELILCH

[ AllowVerbs] ,[ DenyVerbs] - UrlScan0Ol 3&l&dt=

MethodE & 2| & LIC}.
[ DenyHeaders] - HTTP QAN S EE X &Z= HTTP
I |52 ZELICH

[ AllowExtensions] ,[ DenyExtensions] - UrlScan0| &

AIr-romNi
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Z/Mstot= Y SEHS ZOsLICH
[ DenyURLSequences] - HTTP & URLUA o E&

A e 248 |52 MSELh

|IOI

AX = OHYUEEAMHIA > AAH 49 “ISAPI
ZH"0l urlscan.dllE FJtst = (IS AAHE THAIE

[7i2 a MOIE sEaEE zix
CIS|E(2| sot I HTTP # | NBRAE 28
gaOE | as I =omER | =AM
TUTT bbb L
[ EHOI8 | — |

" urlscan B % 2E

2E S8 FH/ED x|

BE| 0I8(E: [UnScan

e DHRIE): | OWSWsys(amS?Wineterfuﬂscaanrlscan.dll| ; —

woA®.. | (=5 =0

ssH |

L |

o | x| =Em =1

[ 28 1] UrlScan.dll 2ZHSS

UrlScan.ini & &0 et AHOIX &E£01 &KX &=
MOt gdg =~ AsLICH

%WINDIR%\ System32\ Inetsrv\ UrlScan\ log\ UrlS
can.=gMt.log W0l &= XS HTTP QEO0

st JIE2 Z4d UrlScan.inig #=&da&t0l EHME ol
Z2 g = AsUb. HAE 2F30lA UrdScan &X
= UrlScan.inigl JI28432 A& s 20 EHOIX
= A MldDr MO M UrlScans UYL E &

e

Stod [28 2]t ZOl
CharacterJt oKXl 20t
ASLICH

High Bit Character)l &l &%l
Olbl 2XH(Ex: 82)Jt Zate HTTP
ELICH HAE AHUAM 820152

= AN X A2 2oL ASLICH

.asp E&X 2t High Bit
I HOIXI &=0] Xtk

-
b2
10
2
>
»
o
H
In

[10-27-2010 - 22:22:03] Client at 192.168.225.1:[URL contains extension '.asp’, which is disallowed.
Request will be rejected. Site Instances‘4' nal‘—ﬂ'ﬁrﬂﬂ_'_'—lav ndex - asp

[10-27-2018 - 22:22:84] Client at 192.168.225.1: URL contains high bit character. Request will be |

ejected. Site Instance="4', Raw URL=-'/admin/product/upload/SECTBAZIDIECTI6I91-8. jpg"

[ & 2] UrlScan Log
UrlScan.ini® [ DenyExtensions] 0l A .aspE Xl H Gt
1) [Options] 2 AllowHighBitCharacters
s “0"0lA 17’2 HES = AANHE M s &2

o oo Ha &

Jp
o
E
[[|>
-
0

[ 28 3] UrlScan.ini B1&d & H&&=S

[ DenyQueryStringSequences] &=0l XSS A0l
NBEE “<”, 5" So 25 FII5101 XSS 222

XHERELICH

: If any character sequences listed here appear in the query
: string for any request, that request will be rejected.

; Commonly used by script imjection attacks
; Commonly used by script injection attacks

[ 28 4] DenyQueryStringSequences

[ DenyQueryStringSequences] &= &A&FO0l Slol [2
gl 5]% 20l XSS 22 ANTdot= HTTP &0 Xt
el 200l JI=E= LG

[P W T T mmwmm mu ety

© =AY EANAE EHD SRRE

k100 MR L1511 1 m«wy I\k.lf‘lm.. v T g hre i

@ B0TE 8 & 2800

porrysiring -

L. (B0 BREIALL R4S B0 BEEE 1120 AN 19000,15.1 1 661 st asp sk T gk aoramaerigtaartit.
-t
e g

01120 MR 090609514 BT Bt By B Pt asphsele- ATTH e taeh
SN AR B AGE 345 502 SA0 TSR m:mrmmnumm [y ——

0 BOAH 230 2 B NS BETMN B3R GRE
2.

ek 12 WA 19011 1 61 st w_rw»nmmm ity
yrig

[pveomsommmsron: i st siris

= FED W

[12 5] XSS X& 2 2Ostol

UrlScan3.12 [Options] 2 RuleList &== 0I&3t(

MEX NEES F0tg = JASH [AE 6] 0l
SQL Injection=Z U AIEE= AEHZS FII60 ol
& AEZOl ZEE HTTPREON ol XMHIEE &

AIr-romNi
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[AOpTiesTo= 250, . 35pX
Denybatasect ion=5QLStrings
T T=T
ScanAllRaw=0
scanQuerystrings1
Scanheaders=
DenyUnescapedPercent=1

[SOLStrings]
33b ; a senicolon
7

@ ; alse catehes @@

char ; also catches nchar and warchar
alter

begin

cast

canvert

create

cursor

declare

delete

drap

end

exet ; also catches execute
Fetch

insert

ki1l

open

select

sys ; alse catches sysobjects and syscolumns
tavle

update”

M

[d8 17] MEXR N&E 2 F=JI —SQAL Injection X

ANHE THAIR &
(2 719
=0

0

SQL

20l

e E2 FJiotll

ANE&st Z1t

Injection 3&A S

HTTPREO0I XtEED 200

7 BOIAE ¥3 § BEUD. - Windews Sermet Exploras

S P P
T 2D 10096025, 1 GET Jtest.asy? conkies T2 bng{char| S| ouserscaar(30) 10 |4

& fejecied disallowedpuergestimpsequence gueryestriag = 3
%8 ROAN rh 4 Zeun

-2 2D RL960.205.0 0 GET /Refected-by-rlSem™/test st cooki = f§2and [char
A1 [kt on Rjectd dlsallowedsqerpstrisgsepene qurpsirig - >

1 2 oot
HOE MO NG DR BRSO BABR 440 Bz MERAI N 1R S0 10 Rhoat ot ottt
L

“a* Bejected rulee'SL striggered queryestring - char

TR WIS L2050 0 GET Jtast.as! conkes Rrante{selectiintmam
Pl rontidh.sysubetstereibtypes 1)~ Refected rules S sripgersd

H BUE [ E 342 §T H40 T0HR 1Y

VT 4} 35 0 UV E ZATMN T BT

I
o

[ D& 7] SQL Injection Xt& & 27

ol

AL XEE0 e XAl

.

P A2 = http://learn.iis.
net/page.aspx/476/common- urlscan- scenarios  Ofl

A &0l gt £ AsLICH

HotE3201 UrlScan
HAEE H&E = UrlScan.iniel 2
=0 st OlcHE Higez HES HTTP 2F A

MASHOH NISRAMB S 2ot SFa 2 &

http://support.microsoft.com/kb/325965/ko,
http://support.microsoft.com/kb/307976/ko 0l A =t
UX0l FrontPage, OutLook &2 AHIA

ol & %

MEELICH
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0X
=
x
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